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Not sure how to update WordPress safely?

The core WordPress software, along with your themes and plugins, is a constant work in
progress. If you want to access the latest features and keep your site secure and
functioning, you need to promptly apply updates as they’re released.

In this post, we’ll help you do just that with a deep dive into WordPress updates and how
to safely perform them.

Here’s everything that we’ll cover in this post:

An intro to WordPress updates
Basic update best practices (backups & staging)
How to update the core software
How to update plugins and themes
How to update WordPress PHP version
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WordPress Updates 101: What You Need to Know

Before we get into the tutorial, let’s go over a quick introduction to what you need to
update and how things work.

What Di�erent Types of WordPress Updates Are There?

In terms of WordPress itself, there are three main parts of your site that you need to
update:

1. The core software
2. Plugins
3. Themes

There are also translation �le updates, but WordPress will automatically handle these for
you.

For the core software updates, you can further break things down into major releases
and minor releases:

Major releases (version number X.X, e.g. 5.1) – these add new user-facing features
and developer APIs.

Minor releases (version number X.X.X, e.g. 5.1.2) – these add security �xes or minor
bug �xes and enhancements).

How Quickly Should You Apply WordPress Updates?

In general, you should try to apply WordPress updates as quickly as possible. Many

updates contain important security �xes or bug �xes, so not applying them might make
your site vulnerable to attacks or have other issues.
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However, the urgency with which you apply updates depends on the update in question.

For core software updates, the priority depends on the type of update:

Major releases – these only add new features, so you can safely wait to apply them.
Your site won’t be any less secure if you wait a few weeks – you just won’t have
access to the latest features until you update.

Minor releases – these usually include security or bug �xes, so you’ll want to apply
them ASAP. For critical security updates, your site might be vulnerable if you wait.

For plugin and theme updates, there’s no uni�ed system to di�erentiate between feature
updates and security/bug�xes, though many developers follow the same numbering
system as core WordPress updates. 

In practice, that means that you should almost always apply theme and plugin updates
ASAP.

Does WordPress Automatically Apply Updates?

Yes and no. Since WordPress 3.7, the default WordPress behavior is to automatically
apply updates for minor core releases. That is, you don’t need to lift a �nger – WordPress
does everything for you.

Again, minor releases are releases with two decimal points, such as 5.1.2. Because these
minor releases only contain small security and bug �xes, the core team thinks the
security bene�ts of automatic updates outweigh the risks of automatic updates.

However, by default, WordPress does not automatically apply updates for:

Major core releases – e.g. WordPress 5.1

Themes
Plugins
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It is possible to turn on automatic updates for major releases, themes, and plugins.
However, we would not recommend doing so because automatically applying these
bigger releases could potentially cause compatibility issues. 

Basically, you want to be around to test that everything is working when you apply major
updates. Speaking of…

Build a Better Website with Elementor
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How to Properly Prepare to Update WordPress

Most of the time, you can update your WordPress software, themes, and plugins with
zero issues.

However, because you’re making changes to the underlying software on your site, stu�
can go wrong. For example, updating the core WordPress software might cause a
compatibility issue with one of your plugins. It’s not likely, but it can happen. So – you
want to be safe.

Even if 99% of the time you can update with no issues, you don’t want that 1% to be
catastrophic, right?

To protect yourself from issues, you should always back up your WordPress site
before applying updates.

To learn how to properly back up WordPress, check out our detailed WordPress backup
tutorial (https://elementor.com/blog/backup-wordpress/).

For mission-critical sites, it’s also a good idea to test updates on a staging server before
you apply them to your live website. This allows you to discover any potential issues
before your visitors see them.

Many managed WordPress hosts make it easy to create staging sites. Or, if your host
doesn’t o�er its own easy staging feature, you can follow our Monday Masterclass on
how to create a staging environment (https://elementor.com/blog/wordpress-staging-
site/).

With those caveats out of the way, let’s get into the actual step-by-step process of how
to upgrade WordPress.

How to Update WordPress Core Software

https://elementor.com/blog/backup-wordpress/
https://elementor.com/blog/wordpress-staging-site/
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Reminder – make sure to back up your site (https://elementor.com/blog/backup-
wordpress/) before updating the core WordPress software, especially for major
releases.

For casual users, there are two ways to update WordPress:

From the WordPress dashboard – this is the simplest method, and what we
recommend for most users.
Via FTP – this is a good backup if you’re unable to use the in-dashboard update
feature for some reason.

Developers and advanced users can also update WordPress using WP-CLI, which we’ll
cover below.

Dashboard

If there’s a core update available, WordPress will notify you with a non-dismissable
prompt at the top of every page in your admin dashboard:

https://elementor.com/blog/backup-wordpress/
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To update the core WordPress software from your dashboard, go to Dashboard →
Updates.

If there’s a new release available, you should see a prompt to Update Now:

 

All you need to do is click that button.

During the update, WordPress will automatically put your site into maintenance mode. As
soon as the update �nishes, WordPress will then automatically make your site live again.
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Typically, the update only takes a few seconds so your visitors won’t even notice the
change.

FTP

To manually upgrade WordPress via FTP, you’ll �rst need to download the latest version

of WordPress from WordPress.org (https://wordpress.org/). 

Once you download the zip �le, extract it so that you can access all of the �les inside.

Then, connect to your server via FTP and upload all of the �les. When your FTP program
displays a prompt about duplicate �les, click the button to overwrite all duplicate �les:

Don’t worry – you’re only overwriting the core WordPress �les. You will not lose any of
your customizations, nor will this a�ect your themes and plugins.

https://wordpress.org/
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your customizations, nor will this a�ect your themes and plugins.

WP-CLI

WP-CLI is a command-line interface for WordPress that lets you perform lots of di�erent
actions, including applying updates.

If your host supports WP-CLI and you feel comfortable working from the command line,
you can upgrade WordPress using the wp core update command
(https://developer.wordpress.org/cli/commands/core/update/).

How to Update WordPress Themes and Plugins

Reminder – make sure to back up your site (https://elementor.com/blog/backup-
wordpress/) before updating WordPress themes or plugins.

In 2020, virtually all WordPress themes and plugins support easy WordPress updates via
the wp-admin dashboard.

For themes and plugins from WordPress.org, these updates are on by default. 

However, for premium themes/plugins that you’ve purchased, you’ll typically need to
activate your extension with an active license key in order to be able to receive update
noti�cations and apply updates from your dashboard.

For example, you’ll automatically receive update noti�cations for the free version of
Elementor at WordPress.org. However, if you want to update Elementor Pro from your
dashboard, you’ll need to have an active license key.

If you can’t apply updates from your dashboard for some reason, you can also update
plugins and themes via FTP.

D hb d

https://developer.wordpress.org/cli/commands/core/update/
https://elementor.com/blog/backup-wordpress/
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Dashboard

There are two ways that you can update themes and plugins from the WordPress
dashboard.

First, if you go to Dashboard → Updates, you’ll see a list of all your themes and plugins
with available updates. You can use the check-boxes to select which extensions to
update:
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You can also update plugins from the Plugins area of your dashboard. If you use the
Update Available tab, you can �lter out all of your plugins with available updates.

From there, you can either:

Update an individual plugin by clicking the Update now link in that plugin’s
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description.
Bulk update plugins by using the checkboxes and setting the drop-down to Update.

To update themes, you can go to Appearance → Themes. If a theme has an update
available, you’ll see a notice and an option to Update now:
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FTP

To update a theme or plugin via FTP, make sure to download the latest version of the
theme or plugin from the developer. If it’s in a ZIP �le, extract the ZIP �le.

Then:

Connect to your server via FTP.
Go to wp-content/themes or wp-content/plugins
Delete the folder for the theme or plugin that you want to update

Upload the folder from the ZIP �le that contains the most recent version of your
theme or plugin

For example, to manually upgrade Elementor Pro via FTP, you would �rst delete the
elementor-pro folder:
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Then, you would upload the folder that contains the new version of Elementor Pro.

Don’t worry – you won’t lose any of your plugin content by doing this. All of your
plugin content/settings are stored in your site’s database, so deleting and reuploading
the �les themselves won’t cause any issues.

WP-CLI

If you’re a developer, you can also update plugins and themes using WP-CLI. You can
either update all plugins/themes or just a speci�c extension. The commands are:

https://developer.wordpress.org/cli/commands/plugin/update/


7/8/2020 How to Update WordPress Safely (Tutorial & Best Practices) | Elementor

https://elementor.com/blog/update-wordpress/?utm_source=Elementor&utm_campaign=fa99487611-magazine-40-pro&utm_medium=email&utm_term=0_34c18994e0-fa99487611-138535938 16/25

wp plugin update (https://developer.wordpress.org/cli/commands/plugin/update/)
wp theme update (https://developer.wordpress.org/cli/commands/theme/update/)

For example, wp plugin update — all would update all of your site’s plugins.

How to Receive Email Noti�cations for Available Plugin Updates

By default, WordPress displays plugin update noti�cations in your WordPress
dashboard. However, if you don’t log into your dashboard all that often, you might not
see when there are new updates available for your plugins.

To �x this, you can use the free Mail On Update plugin
(https://wordpress.org/plugins/mail-on-update/) to receive email noti�cations when new
plugin updates are available. That way, you can promptly log in and apply the updates.

How to Update PHP in WordPress

If possible, we highly recommend testing any changes to your site’s PHP version on
a staging server �rst. Not all plugins and themes have the same PHP requirements, so
you’ll want to make sure you don’t run into any compatibility issues before updating PHP
on the server with your live website.

PHP is the coding language that WordPress is written in. Just like there are di�erent
versions of WordPress, there are also di�erent versions of PHP.

Newer versions of PHP are signi�cantly faster, which can lead to noticeable performance
improvements. Additionally, older versions no longer receive security updates, which
makes them a security risk.

As of June 2020, WordPress recommends that you use at least PHP version 7.3 and the
most recent version of PHP is version 7.4.

However, despite this, only about half of all WordPress sites

https://developer.wordpress.org/cli/commands/plugin/update/
https://developer.wordpress.org/cli/commands/theme/update/
https://wordpress.org/plugins/mail-on-update/
https://wordpress.org/about/stats/
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(https://wordpress.org/about/stats/) are using PHP 7.3+.

The version of PHP that your WordPress site uses is controlled at the server level via
your host – you cannot change it from your WordPress dashboard.

The simplest way to update your PHP version is usually to reach out to your host’s
support sta�. 

Many hosts also provide an option in your hosting dashboard to change PHP versions.
For example, here’s what it looks like at Kinsta:

Safely Apply WordPress Updates

https://wordpress.org/about/stats/
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Safely Apply WordPress Updates

If you have a WordPress website, it’s important to promptly apply updates, especially for
security and bug �x releases.

Before applying updates, you should back up WordPress
(https://elementor.com/blog/backup-wordpress/), especially for major releases. If
possible, you should also test large updates on a staging server
(https://elementor.com/blog/wordpress-staging-site/) before applying them to your live
website.

In most situations, you can easily apply updates right from your WordPress dashboard.
You can view and apply updates by going to Dashboard → Updates. If the dashboard
method doesn’t work, you can also manually update WordPress using FTP.

If you’re using Elementor Pro (https://elementor.com/pro/), make sure to keep your
license key active so that you can access Elementor Pro updates from your WordPress
dashboard.

Do you have any questions about how to safely update WordPress? Let us know in the
comments!
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Brockdin Barr June 23, 2020 at 9:58 PM (https://elementor.com/blog/update-wordpress/#comment-77382)

Great that you’ve stressed the importance of upgrading. It’s the �rst line of defence against hackers.
However, I think you’ve understated the importance of backing up and having a reliable backup solution. I see this as the very �rst step in
making any update or upgrade.
Backup �rst. It’s an article in itself because a lot of people either don’t do it or don’t know how.

Reply

↪
Matan Naveh June 25, 2020 at 6:54 AM (https://elementor.com/blog/update-wordpress/#comment-77710)

Backing up your website is indeed crucial, here is an article we’ve recently published about this topic: https://elementor.com/blog/backup-
wordpress/ (https://elementor.com/blog/backup-wordpress/)

Reply

Christian Lecuyer June 24, 2020 at 8:33 PM (https://elementor.com/blog/update-wordpress/#comment-77605)

Great info 🙂
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Reply

Darren Moore (http://www.netimpress.co.uk) June 25, 2020 at 9:46 AM (https://elementor.com/blog/update-wordpress/#comment-77738)

Useful Information for those new to WordPress

Reply

Amin June 26, 2020 at 8:57 AM (https://elementor.com/blog/update-wordpress/#comment-77985)

I hope that you write more about Wp CLI and how to use it

Reply

↪
Ben Pines (https://elementor.com) July 5, 2020 at 7:00 AM (https://elementor.com/blog/update-wordpress/#comment-80258)

We sure will!

Reply

TED SOKOLOWSKI June 28, 2020 at 3:25 PM (https://elementor.com/blog/update-wordpress/#comment-78562)

Great article on updating WordPress but there are a few critical items never mentioned or covered in depth when updating. On a staging site,
you cannot update Elementor pro because you only have a license for one copy and the staging site is considered a second use of the plugin.
That’s not right or fair. So I am forced to update on the live site. Also, if you have an online store, when updating the Woocommerce plugin on a
staging site sometimes point the checkout to the staging site and breaks your live site. These issues are always nerve-wracking when
updating a website and are never covered in articles on updating.

Reply

↪
Ben Pines (https://elementor.com) July 5, 2020 at 7:01 AM (https://elementor.com/blog/update-wordpress/#comment-80259)

Staging site, as long as it is not live, is not considered a use of the plugin (on your local computer)

We have a larger license and it is not expensive, I would suggest upgrading.
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